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Cloud computing is the most visible piece of the vast cross-border movement of information and revenue 

that characterizes the Web 2.0 era. However, across the world�s longest undefended border � between the U.

S. and Canada � the high profile national security law, the USA Patriot Act (actually an acronym that stands 

for Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct 

Terrorism), has become a major concern. That�s because the law broadens the powers of the U.S. 

government to seize information and does not require that parties be informed. Couple that fact with the 

provisions of various Canadian privacy and security regulations and you have a mixture that is putting a chill 

on cross-border IT services.

David Black, chief information security officer for Aon eSolutions, is one of those affected. His U.S.-based 

company, which offers a number of hosted products, has had many Canadian clients express concerns about 

working with a company based in the U.S. because of fears that data security and privacy could be rendered 

ineffective by provisions of the Patriot Act.
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�We have run into many clients with these concerns so we have been doing a lot of research and ultimately 

scheduled some face-to-face time to try to reassure them,� said Black. Most concerns center on the Patriot 

Act, complicated by a variety of regulations put in place at the provincial level. �There are separate provisions 

in Nova Scotia and British Columbia that seem to say you can�t store data outside of the country, but the fine 

print offers many exceptions.�

�At the federal level, the Office of the Privacy Commissioner of Canada has made it clear that it is not against 

the law to work across the border. They think anything like that would hinder Canada,� said Black. However, 

there is an implicit assumption that Canadian companies will perform due diligence to ensure that 

contractual protections are in place and that providers are in a position to live up to their promises.

Still, Black believes the uncertainty has led many Canadian companies to develop internal policies forbidding 

trans-border data transfers.

Scott Crawford, managing research director at Enterprise Management Associates, said the problem needs 

to be viewed in terms of the relatively modest level of adoption for cloud in general. It is, he said, one more 

element making adoption problematic. �If you are giving up some control over your data, at a minimum you 

want transparency so that you can understand how and where your data is being handled,� he says. He 

likened it to another potential legal issue, namely �shared tenancy.�

�Shared tenancy is the issue of whether, for example, it should be acceptable for a regulator and a regulated 

entity to have data hosted at the same place,� he explained. Indeed, Crawford said �negotiations around 

liability and indemnification are the sorest sticking point in any negotiations involving cloud computing.� In 

terms of meeting concerns about maintaining data only within certain geographies, attempting to put in 

place such limits undermines the fundamental value proposition of the cloud. �If you did that you would end 
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up with just an outsourced building and data center,� he said.

Theo Ling, head of the privacy practice at Baker & McKenzie in Canada, believes the problems have been 

overstated and have only been given more prominence due to the controversy surrounding the Patriot Act as 

well as the recent growth in cloud computing. �In the vast majority of situations there is no prohibition on 

transferring data,� he said. The few exceptions are primarily in the public sector.

What is generally required under privacy legislation in Canada is that certain steps must be taken to try to 

ensure that that data is being adequately protected and that the people whose data is being transferred 

know about it so they have some ability to consent, Ling explained. In addition, Ling said U.S.-based service 

providers should be contracted to maintain data privacy and protect data to the standards prescribed in 

Canadian law.

Regarding the Patriot Act specifically, Ling said �it is bit of a red herring� because existing laws and bilateral 

agreements and cooperation between national law enforcement agencies would probably come into play if 

information on Canadian citizens or Canadian entities was of interest to U.S. investigators. �They would still 

be likely to work through those lawful channels whether the data was in Canada or in the U.S., so nothing 

much has changed,� he explained.

Although the concerns involving harmonizing U.S. and Canadian laws may prove to be manageable, Ling did 

acknowledge that the challenge of harmonizing legal structures for cross-border IT trade is really a global 

one. �It will probably take years to work out all the issues but at least there is now an ISO standard for 

security, so that is a starting point,� he said.

Alan R. Earls is a writer specializing in business and technology. He is based in the Boston area.

For related articles, visit Internet.com's new Cloud Computing site.
http://www.enterprisestorageforum.com/print.php/3904981 (3 of 5) [3/17/2011 12:36:07 PM]

mailto:alan.earls@comcast.net
http://cloudcomputing.internet.com/


Could Borders Bring the Cloud Down to Earth? — EnterpriseStorageForum.com

Follow Enterprise Storage Forum on Twitter.

 
The Network for Technology Professionals

Search:   

About Internet.com  

Copyright 2011 QuinStreet Inc. All Rights Reserved. 

Legal Notices, Licensing, Permissions, Privacy Policy.  

Advertise | Newsletters | E-mail Offers 

Solutions

Whitepapers and eBooks

IBM eBook: Diving into Cloud Development--Working with Data 
See Great Software Built for Microsoft Windows 7 
PHP for Windows Showcase 

Resource: PHP for Windows Showcase 
MORE WHITEPAPERS, EBOOKS, AND ARTICLES 

Webcasts

IBM Monthly Video Series: Collaborative Lifecycle Management (CLM) 
Powered by Jazz  
Software License Operations - Cleaning Up the Backoffice 

MORE WEBCASTS, PODCASTS, AND VIDEOS 

Downloads and eKits

IBM Download: Rational Team Concert 3.0 
Install Drupal for Windows 
Install Joomla! for Windows 

Install WordPress for Windows 
Download a Free Trial of Adobe Flash Builder and Adobe Flex 
MORE DOWNLOADS, EKITS, AND FREE TRIALS 

Tutorials and Demos

http://www.enterprisestorageforum.com/print.php/3904981 (4 of 5) [3/17/2011 12:36:07 PM]

http://twitter.com/storagenews
http://www.internet.com/
http://www.internet.com/Internetcom/Door/41188
http://www.internet.com/Internetcom/Door/41187
http://www.internet.com/Internetcom/Door/41189#Licensing1
http://www.internet.com/Internetcom/Door/41189#Permissions
http://www.internet.com/Internetcom/Door/41186
http://www.internet.com/mediakit/
http://e-newsletters.internet.com/
http://e-newsletters.internet.com/announcement_list.html
http://w.warue.com/cgi/r?;n=203;c=789438;s=9272;x=7936;f=201103101626350;u=j;z=TIMESTAMP;q=1;site=footer
http://q.quiyp.com/cgi/r?;n=203;c=762423;s=9272;x=7936;f=201102091028140;u=j;z=TIMESTAMP;q=1;site=footer
http://www.devx.com/MS_PHP/Door/42951
http://www.devx.com/MS_PHP/Door/42951
http://www.devx.com/solutions
http://k.klirt.com/cgi/r?;n=203;c=789437;s=9272;x=7936;f=201103101625160;u=j;z=TIMESTAMP;q=1;site=footer
http://k.klirt.com/cgi/r?;n=203;c=789437;s=9272;x=7936;f=201103101625160;u=j;z=TIMESTAMP;q=1;site=footer
http://z.zenaw.com/cgi/r?;n=203;c=717236;s=9272;x=7936;f=201012071406030;u=j;z=TIMESTAMP;site=footer
http://www.devx.com/solutions
http://c.cullr.com/cgi/r?;n=203;c=789436;s=9272;x=7936;f=201103101623260;u=j;z=TIMESTAMP;q=1;site=footer
http://x.xertp.com/cgi/r?;n=203;c=786156;s=9272;x=7936;f=201103081437310;u=j;z=TIMESTAMP;site=footer
http://c.cullr.com/cgi/r?;n=203;c=786155;s=9272;x=7936;f=201103081435590;u=j;z=TIMESTAMP;site=footer
http://u.ugosy.com/cgi/r?;n=203;c=786154;s=9272;x=7936;f=201103081434380;u=j;z=TIMESTAMP;site=footer
http://www.devx.com/devx/link/46509
http://www.devx.com/solutions


Could Borders Bring the Cloud Down to Earth? — EnterpriseStorageForum.com

Exceptional Web Experiences 
Internet.com Hot List: Get the Inside Scoop on IT and Developer Products 

MORE TUTORIALS, DEMOS AND STEP-BY-STEP GUIDES 

http://www.enterprisestorageforum.com/print.php/3904981 (5 of 5) [3/17/2011 12:36:07 PM]

http://www.internet.com/IBM_Competitive_Business/Link/44152/Exceptional-Web-Experiences
http://www.devx.com/HotList/Link/40644
http://www.devx.com/solutions

	enterprisestorageforum.com
	Could Borders Bring the Cloud Down to Earth? — EnterpriseStorageForum.com


	MDCBOCIIJBAGJBAHKFBDDNBPMIBBHAAE: 
	form1: 
	x: 
	f1: 1
	f2: 0
	f3: 10
	f4: 50
	f5: all
	f6: 

	f7: 




